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QUESTION NO: 1
BRESRL TIEE L,

R1# show crypto isakmp sa
IPv4d Crypto ISAKMP SA

dst src state conn-id status
209.165.200.230 209.165.201.10 MM KEY EXCH 1005 ACTIVE
209.165.201.10 209.165.200.230 MM KEY EXCH 1004 ACTIVE

PSKZFERAL T, 200142 —%Y NL—X—RIZIKEV1

IPsech > XIILERRLTVET, BN TTITHE., IPsec

VPNR YR EZASTI—RTEXREA, BBEEZBRIDICEMAZRETIHLEN HYET
h?

AMBIFDI)—F—TISAKMPR) > —% —H 5

BEHADI—2—T—HTBPSK

CAEDODIL—F—OELWKNEXILEE

D.EAF DI —Z—DOISAKMP ID

Answer: B

QUESTION NO: 2

ITOOZTFHIJE—RNT7OEAAICSSL

VPNZBHEL TWET, NTY NEBEQEEZZTRPTWVWITILEALT TV =232 K
FRAENET,

SSLEMICEEI I EBELE FHBEORBEZRREIZLHIC, IVSZTREOHEZETMIC
TRIVENBHYKRIAN?

A.DPD

B.IKEv2

C.DTLS

D.SVC

Answer: C

Explanation

Dead Peer Detection (DPD) ensures that the ASA (gateway) or the client can quickly detect a
condition where the peer is not responding, and the connection has failed. To enable dead
peer detection (DPD) and set the frequency with which either the AnyConnect client or the
ASA gateway performs DPD
https://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/vpn/asa-96-vpn-
config/vpnanyconnect.html#id_33133

QUESTION NO: 3
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Answer: A

QUESTION NO: 4
XY RND—OI VS ZTHFASATREENEVPNR XD RS TN 1 —F 405047
THY, ZI—XKIFZTTLTVWEREVWZ EANDAYEL
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FTRIRBENHYVERITH?
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Answer: C

QUESTION NO: 5

A—%—="0Z4F7> L ASSL
VPNAST7UTr—2a>zZRETEDRSICTSICE, E0F70o/00—%20F4F7 >0
AEI—Z3—CA VAN LT R2BENFHYKRIH?

A.Silverlight

B.QuickTime 7' ZJ 1

cC77v>a

D.Java

Answer: D

Explanation

Explantion/Refrence

Cisco redistributes the following open-source, Java-based components to be accessed as
plug-ins for Web browsers in Clientless SSL VPN sessions.
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/asdm79/vpn/asdm-79-vpn-
config/webvpnconfigure-gateway.pdf

QUESTION NO: 6

Cisco IOS GETVPNOF—H—/NXOEWNTH 2200 F 7> aiEENTITH ?
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Answer: B E

QUESTION NO: 7
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D.DMVPN
Answer: A

QUESTION NO: 8
BESLBLRVEEEF— 2R (CEHTBHLHIC, ISAKMPREOTIILIVXLZFEALE
IH?

A.ECDSA

B.Diffie- Hellman

C.AES

D.3DES

E.RSA

Answer: B

Explanation

A Diffie-Hellman group to determine the strength of the encryption-keydetermination
algorithm.

The ASA uses this algorithm to derive the encryption and hash keys
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_co
nfig/vpn_ike.pdf

QUESTION NO: 9
PKIZATLARDEETERZ I TATAERATTA?
AGRELE

B.& 8% H B8

C.L—HNEEAE

D.RSAFFRE Y —/N—

Answer: A

QUESTION NO: 10
EORSETIOAVALZRBIZDCEEZHBLTVETA?
A.HMAC-SHA1

B.AES-CBC

C.DES

D.HMAC-MD5

Answer: C

QUESTION NO: 11

7oV FETHEICVOIPI— )L Z{TSMPLSTERENET S OFAT74«RAOAL V>3
ICHREIDVPNY D) 1—232FENTTH?

A.DMVPN

B.Y 1 NE

C.GETVPN

D.Cisco AnyConnect

Answer: C
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QUESTION NO: 12
BRzZRLTSEEV,
*Nov 14 00:44:25.818: IEKEv2: (SA ID = 1) :Received Packet [From
209.165.200.230:500/Tc 209.165.201.10:500/VRF i0:£0]
Initiator SPI : ES96F3F6F56547TEB0 - Responder SPI : SAEF97215425DDAl
Message id: 1
IKEv2 IKE AUTH Exchange RESPONSE
Payload contents:
NOTIFY (AUTHENTICATION FAILED)

*Nov 14 00:44:25.818: IEEv2: (SA ID
*Nov 14 00:44:25.818: IEKEvZ2: (SA ID
*Nov 14 00:44:25.818: IEKEv2: (SA 1D
*Nov 14 00:44:25.818: IKEv2: (SA ID

l) :Process auth response notify
1l):

1) :Auth exchange failed

1) :Auth exchange failed

*NMov 14 00:44:25.818: IEEv2: (SA ID
*Nov 14 00:44:25.818: IEKEv2: (SA ID
R1#

*Nov 14 00:44:25.818: IEKEv2: (5A ID = 1) :Deleting SA

PSKZFERAL T, 200142 X —%Y NL—X—RICIKEV2
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JEEMLET, BAEEBRIZDEDHICENDT I3 E#EFLETH?
AMBFDIN—R—TIKEV2F—1 T T RLAEPSKEREZERLET
B.KEV2RFAIZARU S — &R LT, E7I—Z2—%FALET

C.IKEv27R ) & —TEHAE N3 Diffie-Hellman¥—%2ZELETH ?
DEFA—=ITRLAZFEAL THEIL—ZF—DIKEV2 IDEERELFT

Answer: A

1) :Auth exchange failed
1) :Abort exchange

QUESTION NO: 13
F—DAVR—RNELRIVAR—NFEINATL—AREBEZRBEITIESILFEFENT
IH?

A. RSA

B. Blowfish

C. Serpent

D. AES

Answer: A

Explanation
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-
xe-3s-book/sec-dep

QUESTION NO: 14
RTRESRLTEEL,
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$CRYPTO-4-PKT REPLAY ERR: decrypt: replay check failed
connection id=#

TIODZTFHAFNYITXYE—DICEBELET., EOTOIAUNTED
TOPZTFRIODIT— AV E—DZHRIDEHIZMBDOTIT A ?

AVPNETT7 RLAZEBELET

B.IPSecBEV A RUZRELET

CENHRBF—ZZELT—HEEET

D.AVENBESILASI—NEFERTS

Answer: B

QUESTION NO: 15

I ZFHIPsecH 41 NBRRILDOKNSTIND1—F1420%T2THY, MoRILD
RENMM_WAIT_MSG6TH B EICRMEELLE. FORIFABAITABEVERERRE L TE
ASNBDEQRKMATTA ? (2DBBIRLTLKEEY)
ABES{LR)S—HNI)—F—EUJUE—RNETHET—HLELA
BIL—3R—CVUE—RNETOENHEEF—NF—HLEEA
CIL—32—BIPv6ZFEATEIXYE—2ZFHLUTVETHS, IPUTEZREFELTVET
DIL—X—RIKEVIZFEALTVWETH, VUE—RETRIKEV2ZEAL TVWET
E2DODI)L—Z2—EDO/NAICNAT /PATA &), UDP 450007 OY V& nhTWVWET

Answer: B E
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